MCA40116: DATA MINING TECHNIQUES

Unit 1 " Warchouse: What is it, Who Need It, and Why?, Things to Consider, Managing

the Data Warehouse, Getting ready for your project, Picking a target and moving
forward, Project management benefits, The Scope statement, Work breakdown
structure, Project estimating, Scope creep & tracking project’s progress

Unit 2 Data Warehouse Design Methodology, The preferred Architecture, Alternate

warehouse architectures, Data Marts and Start Schema Design, Fundamentals of |
ETL Architecture, Partitioning Data, Indexing Data.

Unit 3 Data mining — Introduction, Data mining on what kind of data , Data mining

. functionalities classification of Data mining systems, Major issues in Data
mining

Mining Association rules in large databases - Association rule mining, Mining
single-Dimensional Boolean association rules from Transactional databases,
| Mining multi-Dimensional Association rules from relational Databases and Data
Warehouses

Unitd  Classification and Prediction - Introduction classification by decision tree

induction, Bayesian Classification. Other classification methods, classification by

| back propagation, Prediction, classifier accuracy

-

| Unit 5 | Cluster analysis — Introduction, types of data in cluster analysis, a categorization

| of major clustering methods, partitioning methods, hierarchical methods

Density based methods: DBSCAN, Grid-based method : STING , Model based
clustering method: Statistical Approach, outlier analysis.

Text books
Author | Title ' Publisher
1 Michael Corey, Oracle 81 Data Warehousing }' TMH (Unit — [ & 1I)

2

Michael Abbey, |
Tan Abramson, ‘ ’
Ben Taub } |
; |
Jiawei Han Data mining & Techniques ' Morgan Kaufmann Publishers
Micheline Kamber ! (Unit-IIT to V)

—~
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Reference books

Author Titl Publisher

1 S.N.Sivanandam,j Data Mining — Conc Tasks and ' Thomson (2006).

S.Sumathi | Techniques
' 2 | Ralph Kimball 1 The Data Warehousing Toolkit Wiley
!
Margaret H. —T Data mining - Introductory and Pearson Education
Dunham advanced topics
D.Hand, H. Principles of Data mining PHI (2001)
Mannila and
P.Smyth
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MCA 40216: MOBILE COMPUTING

Details of the syllabus

'Unit1l  INTRODUCTION
World Wide Networks: Computer Networking-Significance of TCP/IP protocol
stack in world wide Networking —Internet Applications |
Wireless Networks: Limitations,Mobile Computing Paradigm, Promises/Novel
! Applications.
Generation of Mobile Systems: Features of First Generation, Second Generation, !
' Third Generation and Fourth Generation and Comparison.
Unit2  MOBILE SYSTEM ARCHITECTURES B )
GSM:System Architecture, functional subsystems of GSM:Radio Interfaces,
' Protocols, Handover, New Data Services
GPRS:System Architecture, Protocol layers, Comparison of GSM and GPRS. 5
Mobility Management: Location Management, Handover, Mobility Management in
GSM and GPRS
 Wireless Access Technologies: WPAN- Blue tooth, WLAN — Wi-Fi, WMAN—‘
| WIMAX |
Unit 3 ‘ IPV4: Features of IPV4, Classes in IPV4 Addressing
Mobile IP:Entities and Terminology, IP packet delivery, Agent discovery,
| ' Registration, Tunneling and encapsulation, IPV6, IPV4 versus [PV6
' Unit4 | MOBILE TRANSPORT LAYER
" Traditional TCP:Congestion control, Slow start, Fast retransmit/fast recovery,
1 Implications of mobility
Wireless TCP:Indirect TCP, Snooping TCP, Mobile TCP, Fast retransmit/fast
 Tecovery, Transmission/time-out freezing, Selective retransmission, Transaction-
| oriented TCP, TCP over 2.5/3G wireless networks
" Unit5 NEXT GENERATION NETWORKS

| Next- Generation Networks:Architecture of Next Generation Networks, Core
| Network, Access Network, Capabilities of NGN, Characteristics of NGN,
Generalized mobility in NGN| Transport independent service paradigm.
. FILE SYSTEMS
File Systems: Coda, Little work, Ficus, Mio-NFS, Rover
Mobile Operating Systems: Symbian, Android
| Wireless Markup Language (WML) and WML Script, Extensible Markup
| Language (XML) and its applications ) J
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Text books

|| Author Title Publisher |
E ‘ Rajkamal Mobile Computing Oxford University Press, !
| 12007
2 | Jochen Schiller Mobile Communications 1‘ Addison-Wesley, Second
Edition, 2009

Reference books

Author Title

| Publisher

1 | Asoke K Talukder and Mobile Computing
Roopa R Yavagal ‘

“McGraw-Hill, 2008

2 | Mukesh Singhal and Advanced Concepts in Operating
Niranjan G Shivaratri | Systems

TMH

i
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MCA 40316: CRYPTOGRAPHY AND NETWORK SECURITY

. T » . . . . -
Unit 1 ~ Introduction: Security trends, the OSI security architecture, security attacks, security
services, security mechanisms, a model for network security.

Classical encryption techniques: Symmetric cipher model, Substitution techniques,
Transposition techniques, Rotor machines, Steganography.

Block cipher and the data encryption standard: Block cipher principles, the strength
of DES, Differential and linear cryptanalysis, Block cipher design principles.

Confidentiality using Symmetric Encryption: Placement of encryption function,
- Traftfic confidentiality, key distribution, random number generator.

Unit 2 | Public key cryptography and RSA: Principles of public key crypto systems, The RSA
 algorithm

Key management: Other public-key crypto systems: Key management, diffie-Hellman
| key exchange.

Message authentication and hash functions: Authentication requirements,
Authentication functions, message authentication codes, Hash functions, security of hash
functions and MAC s,

Unit3 ' Digital signatures and authentication protocols: Digital signatures, Authentication
protocols, Digital Signature standard

Authentication Applications: Kerberos, X.509 authentication service

Unit4 | Email Security: Pretty good privacy, S/MIME

IP security: IP security overview, IP security architecture, Authentication header,
Encapsulating security payload, combining security associations, key management.

Web security: Web security considerations, Secure Socket Layer and transport layer
‘ security, Secure electronic transaction.

Unit5 Intruders: Intruders, Intrusion detection, password management

Malicious Software: Viruses and related threads, virus counter measures, distributed
denial of service attacks.

‘ Firewalls: Firewall Design principles, trusted systems, common criteria for information
. technology, security evaluation.

5 e
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Text books

i Author Title Publisher

[ 1| William Cryptography and Network Fourth edition, PHI

‘ ‘ Stallings Security

| ‘ ‘ Chapters:
1,2,3,7,9,10,11,13,14,15,16,17,18,19,20

Reference books

Publisher

| Author Title
|1 William Network Security Essentials — Applications | Third Edition, Pearson
Stallings and Standards Education (2007)

2 | Chris McNab

Network Security Assessment

2" Edition, OReilly (2007).

3 | Jon Erickson

Hacking — The Art of Exploitation

SPD, NOSTARCH Press
(2006).

I 4 ‘\ Neal Krawety
|

Introduction to Network Security

' Thomson (2007)

5 | Ankit Fadia

Network Security — A Hackers Perspective

Macmillan (2008)

. - /"1'
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MCA40416: CLOUD COMPUTING

Unit 1

Era of Cloud Computing : Getting to know the cloud - Peer-To-Peer, Client-Server,
and Grid Computing — Cloud computing versus Client-server Architecture - Cloud
computing versus Peer-To-Peer Architecture - Cloud computing versus Grid Computing

- How we got to the Cloud - Server Virtualization versus cloud computing -

Components of Cloud computing — Cloud Types — Cloud Computing Service delivery
Models.

Introducing Virtualization : Introducing Virtualization and its benefits —
Implementation levels of Virtualization — Virtualization at the OS Level — Virtualization
Structure — Virtualization Mechanisms — Open Source Virtualization Technology —
Binary Translation with Full Virtualization — Virtualization of CPU, Memory and l/o

Devices — Hardware support for Virtualization in Intex x86 Processor -

Unit 2

Cloud Computing Services: Infrastructure as a Service — Platform as a Service —
Language and Pass — Software as a Service — Database as a Service.
Open Source Cloud Implementation and Administration: Open-source Eucalyptus

Cloud Architecture — Open-source Openstack Cloud Architecture.

Unit 3

Application  Architecture for Cloud: Cloud Application Requirements —
Recommendations for Cloud Application Architecture — Fundamental Requirements for
Cloud Application Architceture — Relevance and use of Client-server architecture for
Cloud Applications — Service oriented Architecture for Cloud Applications.

Cloud Programming: Programming support for Google Apps Engine — Big Table as
Google’s NOSQL System — Chubby as Google Distributed Lock Service — Programming
support for Amazon EC2 — Elastic Block Store (ESB).

Unit 4

Risks, Consequences and Costs for Cloud Computing : Introducing Risks in Cloud
Computing — Risk Assessment and Management — Risk of Vendor Lock-in — Risk of
Loss Control — Risk of Not Meeting Regulatory Compliances — Risk of Resource
Scarcity — Risk in Multi Tenant Environment — Risk of Failure — Risk of Failure of
Supply Chain — Risk of Malware and Internet attacks — Risk of Inadequat SLA — Risk of
Management of Cloud Resources — Risk of Network Outages — Risks in the Physical

Infrastructure — Legal Risk due to Legislation — Risks with Software and Application

Licensing — Security and Compliance Requirements in a Public Cloud — Direct and
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Jagannath Kallakurchi,
Donald J. Houde
L Dr. Deven Shah ]

Indirect Cloud Costs — Calculating Total cost of Ownership for Cloud Computing — Cost
Allocations in a Cloud .
AAA administration for clouds : The AAA Model, Single Sign-on for Clouds —
Industry Implementations for AAA- Authentication management in the Cloud —
Authorization management in the Cloud .
Unit5 | Application Development for cloud : Developing On-Premise Versus Cloud
Applications — Modifying Traditional Applications for Deployment in the Cloud -
Stages during the development process of Cloud Application - Managing a Cloud
Application — Using Agile Software Development for Cloud Applications — Cloud
Applications : What Not to do - Static code analysis for cloud applications —
Developing Synchronous and Asynchronous Cloud Applications .
Mobile Cloud Computing : Definition of Mobile Cloud Computing — Architecture of
Mobile Cloud Computing — Benefits of Mobile Cloud Computing — Mobile Cloud
Computing Challenges J
Text Books
Author { Title Publisher ‘
| | Kailash Jayaswal, Cloud Computing, Black Book Dreamtech press ()

Reference books

Author Title Publisher
I | Thomas Erl, Zaigham | Cloud Computing - Concepts Pearson
Mahmood, Ricardo Technology and Architecture
Puttini
2 | Raj Kumar Buyya, Mastering Cloud Computing, TMH
Christen Foundations and Application
vecctiola, S Tammarai | Programming
selvi n
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MCA 405.116: ADVANCED DATABASE MANAGEMENT SYSTEM

" Unit 1 Algorithms for Query Processing and Optimization: Translating SQL queries into
' relational algebra- algorithms for external sorting-algorithms for select and join
operations-algorithms for project and set operations-implementing aggregate operations
and outer joins-combining operations using pipelining-using heuristics in query

optimization.

Unit2 | Data base systems architecture and the system Catalog: System architectures for
. DBMSs, Catalogs for Relational DBMSs, System catalog information in oracle. Practical
database design and tuning:Physical Database Design in Relational Databases-an

overview of Database Tuning in Relational systems.

Unit 3 | Distributed DBMS Concepts and Design: Introduction-function and architecture of a
Distributed DBMS- Distributed Relational Database Design-transparencies in a
Distributed DBMS-Date’s Twelve Rules for Distributed DBMS. Distributed DBMS-
Advanced Concepts: Distributed Transaction Management-Distributed Concurrency
Control-Distributed Deadlock Management-Distributed Database Recovery-The X/Open

Distributed Transaction processing model-Replication Servers.

‘Unit4 Introduction to Object DBMSs:Advanced Database Applications-Weaknesses of
RDBMSs-Object oriented Concepts-Storing objects in a Relational Database-Next
generation  Database systems. Object-Oriented DBMSs-Concepts and  Design
i :Introduction to Object-Oriented Data Models and DBMSs-OODBMS perspectives-
Persistence-Issues in OODBMSs-The object Oriented Database System Manifesto-

‘ Advantages and Disadvantages of OODBMSs-Object oriented Database Design.

" Unit 5 \ Object-Oriented DBMSs-Standards and Systems:Object management group-Object "
Database Standard ODMG3.0, 1999-Object store.Object relational DBMSs:Introduction
to Object-relational Database systems- third generation Database manifesto-Postgres-an

| early ORDBMS-SQL3.

| Emerging database technologies and applications: Hadoop, Blg Data characteristics,
NO SQL databases, BASE, Brewer’s theorem, Relationship between CAP, ACID and
No SQL databases, comparison with Relational databases, No SQL databases types,

| Comparative study of NoSQL products, Case studies using MangoDB and Cassandra.
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Text books

|

Author

Title

Publisher

1 | Elmasn Navate

Fundamentals of Database Systems

5t Edition, Pearson Education

2
3

S Ceri and Palgettgi

Principles of distributed databases

TMH

Gaurav Vaish

Getting started with No SQL
Databases

Reference books

Author

Title

Publisher

1 | Ozsu

L

Principles of Distributed Database
Systems

2nd Edition, PHI ‘
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MCA 405.216: TCP/IP

Unit1 | Methods of Information Transmission : Synchronous Transmission, Packet
. Transmission, Asynchronous Transmission , Virtual Circuit,

' Computer Networking : layer | routing, layer 2 routing, layer 3 routing,

Introduction to Network Protocols: OSI Reference Model, TCP/IP Protocol Stack,
UDP/IP, Domain Name System, Telnet, FTP, HTTP, E-mail, SMTP, WWW.
‘Unit2  Internet Protocol : IP Datagram, Internet Control Message Protocol, Fragmentation,
| Optional Entries in the IP Header, ARP and RARP Protocols, Internet Group
} Management Protocol, Multicast and Link Protocol.

!IPV4 : IPV4 address format, IP Classes, Network address, Host Address, Subnet
mask,IPV4 Header

Unit3  Routing : Forwarding and Screening, Routing Processing, Handling Routing Tables,
Routing Protocols, Neutral Exchange Point

‘IPV6 : Next Versions of IPV6 Datagram, ICMP version 6 Protocol : Address
| Resolution, Router Discovery, Redirect, [P Addresses

| | _
Unit 4 l Transmission Control Protocol : TCP Segments, TCP Header options, Establishing and

| Terminating a connection with TCP, Determining the connection state, Response delay
" techniques, Window Technique, Network congestion, The window scale factor.

- User Datagram Protocol : Fragmentation, Broadcasts and Multicasts

Unit 5 %CISCO Routers: Interface Identification, Cables, Memory, Console. Commands,
' Configuration, Debugging

Text Books
r I Author Title Publisher Topics

T E.Bryan Carne A Professional’s Guide | Artech House, | 1.6,
| to Data Communication | Inc ‘
| in a TCP/IP World

24 Libor Dostalek , ( Understanding TCP/IP | PACKT 1.2,1.3,1.4,5.1 t05.7,9.1 t0 9.8,

Alena Kabelova Publishing 10, Appendix-A

Reference Books
| Author ‘ Title Publisher
' 1 | Douglas E.Comer ‘ Internetworking with TCP/IP | Vol.I, PHI Publications
‘ 2 | Behrouz A .Forouzan i TCP/IP Protocol suite TMH Publications
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MCA 405.316: SOFTWARE TESTING

"Unit1 Introduction : Some Software Failures, Testing Process, Terminologies, Limitations of
Testing, The V Shaped Software Life Cycle Model
Software Testing Activities : Levels of Testing : Unit Testing, Integration Testing,
System Testing, Acceptance Testing; Debugging, Software Testing Tools, Software Test
Plan
Unit2  Software Verification : Verification Methods, SRS Document Verification, SDD

Document Verification, Source Code Reviews, User Documentation Verification

Metrics and Models in Software Testing: Software Metrics, Categories of Metrics,

|
| Object Oriented Metrics used in Testing, What should we measure during Testing?

S

Unit 3 jLFunctional Testing : Boundary Value Analysis, Equivalence Class Testing, Decision

/ Table Based Testing, Cause-Effect Graphing Technique

Unit4 ' Structural Testing : Control Flow Testing, Data Flow Testing, Slice Based Testing,

i Mutation Testing

Unit5 | Object Oriented Testing: What is Object Orientation? , What is Object Oriented

Testing? , Path Testing, State based Testing, Class Testing.

Text books

Author ‘ Title Publisher
1 | Yogesh Singh T Software Testing - Cambridge University Press

Reference books
| Author Title Publisher
1 1 Aditya P.Mathur Foundations of Software Testing i 2"? Edition, Pearson Education

(ﬁé!t/‘// =
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Unit 3

MCA405.416: DISTRIBUTED OPERATING SYSTEMS

Unit 1

Introduction : Functions of an Operating System, Design Approaches, Types of advanced
Operating systems

Synchronization Mechanisms : Concurrent Processes, Critical Section Problem, Synchronization
Problems, Language Mechanisms for Synchronization-Monitors, Serializers, Path Expressions,
Communicating Sequential Processes, Ada Rendezvous

Unit 2

" Distributed Operating Systems : Issues in Distributed Operating Systems, Inherent Limitations
of a distributed system- Absence of Global Clock, Absence of shared memory, Lampor’s Logical

Clocks — A limitation of lampor’s Clocks, Vector Clocks, Casual Ordering of Messages, Global
\ State — Chandy-Lamport’s Global State Recording Algorithm |

Distributed Deadlock Detection : Preliminaries — The System Model, Resource versus
, Communication Deadlocks, A Graph - Theoritic Model, Deadlock Handling Strategies in
Distributed Systems - Deadlock Prevention, Deadlock Avoidance, Deadlock Detection.

| Unit 4

| Distributed Resource Management : Mechanisms for Building Distributed File Systems —

Mounting, Caching, Hints, Bulk Data Transfer, Encryption, Design Issues — Naming and Name
! Resolution, Caches on Disk or Main Memory, Writing Policy, Cache Consistency, Availability,
‘ Scalability, Semantics.

Unit S

‘fTistributed Shared Memory: Architecture and Motivation, Algorithms for Implementing DSM —

| The Central Server Algorithm, The Migration Algorithm, The Read-Replication Algorithm, And
The Full Replication Algorithm.

' Distributed Scheduling : Issues in Load Distributing — Load, Classification of Load Distributing

1 Algorithms, Load Balancing Versus Load Sharing, Preemptive versus Non preemptive Transfers,

w Components of Load Distributing Algorithm- Transfer Policy, Selection Policy, Location Policy,

\ information Policy.

Text books

|

Author Title Publisher

T

Mukesh Singhal, Advanced Concepts in Operating ‘ Tata McGraw — Hill Edition
|
Niranjan G.Shivaratri Systems i

Reference books

Author 1 Title Publisher
1 | William Stallings Operating Systems : Internal and Design | 6th edition, Pearson Education
Principles ‘ |
2 [ Andrew s ‘\ Modern Operating Systems l 3rd edition, Pearson Education
Tanenbaum
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MCA 405.516: ARTIFICIAL INTELLIGENCE

" Unit 1 ) What is AI? : The Al Problems, The Underlying Assumption, Whét is AI Technique?, -
The level of the Model, Criteria for Success.

Problems, Problem spaces & Search: Defining the Problem as a State Space Search,
! Production Systems, Problem Characteristics, Production System Characteristics, Issues
' in the design of Search Programs, Additional Problems.

Heuristic search techniques: Generate and Test, Hill Climbing, Best First Search,
Problem Reduction, Constraint Satisfaction, Means Ends Analysis.

Unit2 | Knowledge Representation Issues: Representations and Mappings, Approaches to
| Knowledge Representation, Issues in Knowledge Representation, The Frame Problem

Using Predicate Logic: Representing Simple Facts in Logic, Representing Instance and
Isa Relationships, Computable Functions and Predicates, Resolution, Natural Deduction

|

. Representing knowledge using Rules: Procedural versus Declarative Knowledge,
}Logic Programming, Forward versus Backward Reasoning, Matching, Control
Knowledge

Unit 3 J Symbolic Reasoning under Uncertainity: Introduction to Nonmonotonic Reasoning,
Logics for Nonmonotonic Reasoning, Implementation Issues, Augmenting a Problem

Solver, Implementation: Depth-First Search, Implementation: Breadth-First Search
!

‘ Weak slot & filler Structures: Semantic Nets, Frames

Unit4  Planning : Overview, An Example Domain : The Blocks World, Components of a
Planning System, Goal Stack Planning, Nonlinear Planning Using Constraint Posting,
Hierarchical Planning, Reactive Systems, Other Planning Techniques

Natural Language Processing: Introduction, Syntactic Processing, Semantic Analysis,
Discourse and Pragmatic Processing

Unit5 ' Commonsense: Qualitative Physics, Commonsense Ontologies, Memory Organisation,
Case-Based Reasoning

Expert Systems: Representing and Using Domain Knowledge, Expert System Shells,
Explanation, Knowledge Acquisition

Text books

1

Author Title Publisher

I Rich & Knight "Artificial Intelligence T TMHE (1991)

T
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Reference books

Author Title Publisher

Winston. P.H T Artificial Intelligence J Addison Wesley (1993)
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MCA 405.616: Theory of Computation

Unit1 | Automata : The Methods and the Madness , Finite Automata

Unit2 | Regular Expressions and Languages, Properties of Regular Languages

Unit 3 | Context-Free Grammars and Languages, Push Down Automata

Unit4 | Properties of Context Free Languages, Introduction to Turing Machines

Unit5 | Undecidability

Text Book:

S.No 1 Author Title Publisher

1 |TE Hopcrott, Rajecv Motwani , Jeffrey Introduction to Pearson Education, 2™
‘ D.Ullman Automata Theory, Edition
| Languages and

Computation
Reference Books:
S.No Author Title Publisher

1 Daniel I. A. Cohen Introduction to Computer Theory
2  Peter Linz Theory of Computation
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